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INTERNET/DATA SECURITY POLICY

Introduction

The Internet as a global network offering access to millions of pages of information is at the same time an invaluable resource and a potential hazard. The majority of Internet sites are from reliable sources and are safe to use, but as the World Wide Web is largely unregulated there will always be an element of unsuitable content. We aim to utilise a range of approaches in order to safeguard users from inappropriate material and ensure as carefully a structured access as possible to Internet sites. Alongside the great potential of the Internet there remains the concern that, in common with all communication media, the Internet can be abused.

We must consequently recognise that:
i)   the Internet is not controlled by any particular organisation;

ii)  the source of information cannot be guaranteed;

iii) many types of information will be available, some quite unsuitable to younger users. 

While we need to exercise caution in the Internet we allow children, we must not be deterred from using it. Its educational benefits outweigh any possible dangers. The school is, however, determined that students use the Internet safely and securely, protected from unsuitable material and inappropriate contact.

Data can also be at risk from both physical loss and infiltration via the internet. It is vital that the school computer system has facilities to prevent data being stolen through the internet and also data being lost due to hardware failure.

Legal responsibilities 

We have certain legal responsibilities, such as using a computer to perpetrate credit card fraud, to spread viruses, to hack into other computers, or to download copyrighted materials. We clearly acknowledge that children are not allowed to use computers for any form of illegal activity.
Additionally, pupils may not:

change default settings on Internet Security settings;
download or install new software to centre computers;

except in rare circumstances, bring floppy disks for use, either for copying or printing; 
disclose password protection and security (i.e. users should not disclose them to others);
use any equipment for commercial gain ;
use web-based e-mail, except under the direct supervision of a member of staff;
play or download on-line games. 

Filtering

Internet based filters can be installed either at a central location maintained by a network administrator at the institution or remotely, where they are administered by an Internet Service Provider (ISP). ICT solutions centrally control internet filtering for all schools in Norfolk and these filters should ensure that unsuitable material cannot be viewed or sent during the hours of 8am and 5pm. These filters, however, are not completely accurate and all teaching staff should remain vigilante when pupils are using the internet. If an unsuitable web page has been viewed on a school computer this should be reported immediately to the ICT Co-ordinator, who should in turn report the internet address to ICT solutions in order that this address can placed on the filtering list.
Virus, Spyware and Intruder protection
Due to the immense size and complexity of the World Wide Web there are many security issues which can arise and prove to be very detrimental to all the computers within the school, including the laptops used by teachers. To prevent attack from viruses, spyware or an external intruder (attempting to infiltrate the school computer systems) all computers used on the network will have Symantec Endpoint Protection installed on them. This offers protection from all the issues listed above. It is up to the ICT Co-ordinator to ensure all computers connected to the school system have this software and that it is regularly updated with the most recent definitions provided by Symantec.

It is also recommend that all computers within the school have the standard Windows Firewall protection turned on, the ICT Co-ordinator will ensure that this is the case.

Data Back-up

There is always a slight possibility of computers suffering from hardware failure resulting in the loss of data. This can cause a lot of problems as well as the loss of data and important work. It is vital therefore that the main server, and its contents, are regularly backed-up to ensure that any data lost can be retrieved immediately. The Heacham Junior School server is remotely backed up every evening after 6pm, including the Administrators and Headteachers computers. It is advised that teachers store any important data on the main server as well as their laptops to ensure that they do not suffer any important losses.
Health and Safety

The following issues relating to Health and Safety need to be addressed:

• Electrical safety 
• Light 
• Noise 
• Space 
• User comfort 

The design of the IT Suite caters for the achievement of satisfactory standards or better in all areas.  

Basic Security Issues for Ensuring Good Practice

i)  
Internet Security settings are set at the appropriate level;

ii)
Internet filtering of unsuitable material is in place although it has to be 


recognised that no filtering system is foolproof to apparently innocent sites 


which may contain harmful material;
iii)
Separate names from photos on the School website;
iv) 
Only email contacts approved by a member of staff may be used;

v) 
Chat room style links are not considered educationally desirable or worthwhile


and are consequently not to be encouraged;

vi)
Pupils are not to be allowed to use the ICT Suite except under the direct 


supervision of a responsible adult;           

vii)
Good practice dictates that teachers will have, wherever possible, researched


the web sites prior to pupil access. Internet searches are not only immensely 


time consuming, they are also wasteful of valuable lesson time.

viii)
Staff must ensure that personal data is stored securely and is used 
appropriately, whether in school, taken off the school premises or 
accessed remotely.

ix)
Staff must report any incidents of concern regarding inappropriate use of ICT systems or equipment to the school ICT Coordinator, the Designated Child Protection Coordinator or the Headteacher. A form is provided to record any instances of access to inappropriate content. (Appendix A)
x)
Staff must not leave their computers logged on or unattended in situations 
where 
this creates a risk of unauthorized people accessing sensitive 
information.
Acceptable use of social Networking Sites.
Children are not permitted access to social networking sites at school. Staff are required to read and adhere to guidance regarding social networking sites etc. as set out in ‘Guidance for Safer Working Practice for Adults who work with Children and Young People in Education Settings.’
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